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Abstract
In the last few years, Cloud computing is one of the most emerging technology
in the world of computation. This technology provides services with one of the
three service models: Software as a Service (SaaS), Platform as a Service (PaaS)
and Infrastructure as a Service (IaaS). This model allows users and organizations
to share their vital information, crucial computing resources across the world.
Securing these essential resources from the unauthorized access of the users is
one of the major issues which leads to reduce the growth of this technology in
the Information Technology (IT) Industries. Authentication is one of the major
security parameters while providing access of the registered services to the intended
users. Single-tier authentication relies on username and password for accessing the
registered services which is not sufficient to secure from some well known attacks
like brute-force attack, replay attacks, etc. so a solution to this issue; we come up
with multi-tier authentication using single- sign on access of registered services.
Multi-tier authentication security relies on the username and password as well as
pattern matching and one-time password (OTP).
Keywords: Cloud Computing, Authentication Techniques, Multi-tier Authentication, Single-
Sign On (SSO) Access.
Contents
Certificate iii
Acknowledgment iv
Abstract v
List of Figures vii
List of Tables viii
1 Introduction 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
1.3 Problem Area . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
1.4 Research purpose and goals . . . . . . . . . . . . . . . . . . . . . . 8
1.5 Outline of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
1.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2 Related work 11
2.1 Review of different authentication techniques . . . . . . . . . . . . . 12
2.2 Limitations of existing techniques . . . . . . . . . . . . . . . . . . . 18
2.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3 Multi-tier authentication technique using Single-Sign On
access of cloud services 22
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
3.2 Multi-tier authentication technique for cloud . . . . . . . . . . . . . 23
3.2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
vi
3.2.2 Authentication Model . . . . . . . . . . . . . . . . . . . . . 23
3.2.3 Problems associated with the above model . . . . . . . . . . 26
3.3 Proposed scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
3.4 Implementation and Results . . . . . . . . . . . . . . . . . . . . . . 30
3.4.1 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . 30
3.4.2 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.5 Comparison between existing authentication model and proposed
authentication model . . . . . . . . . . . . . . . . . . . . . . . . . . 34
3.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
4 Conclusion and Future Scope 35
4.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
4.2 Future Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
Bibliography 37
List of Figures
1.1 Service Oriented Architecture in Cloud Computing . . . . . . . . . 3
1.2 Complexity of Cloud Environment [1] . . . . . . . . . . . . . . . . . 5
2.1 Architecture diagram of multi-level authentication system [2] . . . . 14
2.2 Architecture of proposed work by [3] . . . . . . . . . . . . . . . . . 15
2.3 The Proposed model for accessing services using Kerberos [4] . . . . 17
2.4 Abstract authentication model proposed by [5] . . . . . . . . . . . . 18
3.1 Authentication process proposed by [5] . . . . . . . . . . . . . . . . 24
3.2 Abstract design of proposed authentication model . . . . . . . . . . 27
3.3 Proposed Multi-tier Authentication Model . . . . . . . . . . . . . . 28
3.4 Probability of success for breaking the multi-tier authentication
system . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
3.5 Memory space used by the registered users . . . . . . . . . . . . . . 33
List of Tables
2.1 Comparison of various authentication techniques [5] . . . . . . . . . 19
3.1 Comparison between existing technique and proposed technique . . 34
Chapter 1
Introduction
1.1 Background
In the world of computer science, during the 60s and 70s, the computation has
been done by client-server architecture (Centralized Computing). This technology
has been changed to distributed computing with the development of computing
technologies. However, nowadays, the computing technologies again going back
to the virtual, centralized computing (Cloud Computing). The cloud computing
concept was first proposed by Eric Schmidt in 2006.
Cloud computing model allows access to information and computer resources using
a delivery of computational services (e.g. Online file storage, social networking
sites, webmail and online business applications) which allows to access software
and hardware that are managed by a third party at remote locations.
The following definition of cloud computing is given by NIST: ”Cloud computing
is a model for enabling ubiquitous, convenient, on-demand network access to
a shared pool of configurable computing resources (e.g. Networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider’s interaction and has been
developed very quickly in the recent years [6].” This new paradigm came up with
essential characteristics, service models and deployment models.
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Essential Characteristics [6] [7] [8]:
Abstraction: A cloud environment hides the computational details from the
users and developers. Users even don’t know where their computation has been
done. However, their computation should be done using registered resources only.
As the abstraction level increases, underlying implementation should be less to
know.
Virtualization: In computing, virtualization is the creation of a virtual (rather
than actual) version of hardware, operating system, and storage device or network
resources. In a cloud computing environment, virtualization can be achieved by
resource pooling and resource sharing to make resources highly scalable.
On-demand self-service: A user can provision, monitor and manage the services
which are automatically provided by the service provider without the help of user
interaction. Computer services such as email, applications, network or server
service can be provided without the help of user interaction with the service
provider.
Broad network access: A user can access resources provided by a service
provider using the client platform like laptops, mobile phones, PDAs, etc.
Resource Pooling: For serving computational resources to multiple users,
resources are shared using a non-dedicated manner so that virtual resources
dynamically assigned and reassigned according to the customer demand.
Examples of computational resources are data storage, network bandwidth, virtual
machines, physical memory, processing.
Rapid elasticity: Resources can be rapidly set up to quickly scale out and scale
in and on an as-needed basis resources should be appearing unlimited and can be
purchased in any quantity at any time to a user.
Measured service: Computing resources (e.g. User accounts, processing, storage
and bandwidth) are monitored, controlled and reported transparently to both the
consumer and provider by providing visibility of the rate of consumption and
associated costs.
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Service Models [6]:
Software as a Service (SaaS): Service providers deploy services to the web
which provides remote access to the end user for accessing capabilities. The end
user can utilize these services through the web interface. This model provides
highest service abstractions and lowest resource visibility. This model hides the
implementation of the application to the consumer. Services and underlying
cloud infrastructure are not managed or controlled by the consumer. Example:
gmail.com [6] [9].
Platform as a Service (PaaS): This model provides a platform to the developer
to develop and deploy applications onto the cloud infrastructure by providing
programming construct and tools, which can be supported by the providers. This
model provides higher service abstraction than SaaS and lower resource visibility
than SaaS. Deployed applications can be controlled by a consumer, but has no
control over the underlying cloud infrastructure. Example: Google App Engine
[6] [9].
Figure 1.1: Service Oriented Architecture in Cloud Computing
Infrastructure as a Service (IaaS): The consumer is able to deploy and run any
application onto the fundamental resources which is provided by IaaS providers.
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This model has lowest service abstraction and highest resource visibility. The
consumer has control over operating system and application, but doesn’t have
control over the underlying cloud infrastructure. Example: Amazon AWS [6] [9].
Deployment Models [6]:
Private cloud: The cloud infrastructure is managed or controlled by the
particular organization or third party which is operated for particular an
organization [9].
Community cloud: The cloud infrastructure is shared by several organizations
for particular concerns like mission, security requirements, policy which can be
owned or managed by third parties or the organization [6].
Public cloud: The cloud infrastructure is available to the general public with
shared purpose which can be owned or managed by third parties who are providing
cloud services.
Hybrid cloud: An organization can use the combination of any two or more of the
above models to cloud deployment for taking advantages of individual deployment
model.
Researchers mainly concentrate on hardware and software from the past few
decades for improving the technologies. Due to the improvement of the
technologies, the internet technologies are growing very fast across the world.
So many works and services have been done online. These services include
entertainment, financial transactions, gathering information about different
things, emails for keeping in touch with friends, communicate with friends, whether
conditions. It requires some type of authentication for all these services.
Security is one of the major issues in cloud infrastructure for adapting the cloud
computing technology in IT industries. In cloud computing paradigm, the third
party is providing processing capabilities, space for storing information, support
for services, etc. Many organizations are storing their crucial information in
the cloud database in a cloud environment. Third party maintains the cloud
database. The user has to prove their identity to the service provider for seeking
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Figure 1.2: Complexity of Cloud Environment [1]
the permission of accessing requested services for utilizing the consumed resources.
For taking the control over any financial transaction, the user has to pass one
authentication phase for accessing the cloud service.
Authentication is the process of verifying ”who you are”. In case of e-mail,
we require information security to carry out communication with the intended
recipient. Information like different authentication parameters of the user,
contacts of recipient.
The verification process has been done by one of the three types of confirmations:
Something known: Secret thing is only known to the user that can be verified
by the service providers. Examples are pin no, password, private key.
Something possessed: Something that verifies the users’ identity. Examples
are ATM card, drivers’ license, smart card.
Something inherent: Something that is inherent properties of a user. Examples
are fingerprinted, retina scan, and voice.
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There are three major techniques for authentication:
Password based authentication: The oldest and simplest method of
authentication for accessing the resources in which user has to provide a password
which is only known to the user.
Challenge-Response authentication: In this technique, users have to prove
that they know the secret without sending it to the service provider. The challenge
is any time stamp value which is sent by the service provider and user applies a
function on challenge to send response to the service provider.
Zero-Knowledge authentication: In this technique, the user does not disclose
anything that might take a chance to the confidentiality of the secret. The user
proves to the service provider that they know the secret without disclosing it
to the service provider. User and service provider exchanges some messages to
each other for authentication. After exchanging these messages, service provider
somehow knows that the user knows the secret.
Single-tier authentication can be implemented using one these techniques, but
still single-tier authentication is not enough to secure the resources of the service
providers in a cloud environment because this technique is suffering from many
security attacks like, brute-force attack, insider attacks, in a cloud environment.
For making more secure authentication model, the researcher came up with
multi-tier authentication (also known as multi-factor authentication). This new
technique leads to less probability of breaking the authentication system which
provides more security to the resources of the cloud providers. The multi-tier
authentication technique uses two or more verification process to verify the user.
In this chapter, Section 1.1 describes the background of the cloud computing
technology and different authentication technique. Section 1.2 motivates us to do
work with different authentication technique. Section 1.3 describes the problem
area in brief. Section 1.4 shows the research purpose and goals to be achieved.
Section 1.5 gives the outline of the thesis in brief. Section 1.6 gives the overall
summary of this chapter.
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1.2 Motivation
Nowadays cloud computing as open source technology is becoming very popular
due to on-demand access of cloud services in the world of IT industries. The cloud
services are distributed by the service providers on the cloud platform across the
internet and the users can access these services from the simple web browser or
cloud service APIs. The consumer’s essential requirement is to view and manage
the deployed application or consumed resources and overall control over the cloud
deployment. The service providers provide the easy-to-use dashboard so that user
can log in to the dashboard using service management console to manipulate the
consumed resources.
For application development, security is always overhead for them in the war
of functionality and security of the application. Due to the different attacks on
application, an application developers’ awareness about the security is linearly
increasing.
One of the key challenges while developing the application is the problem of
identity management in a cloud environment. Depending upon the requirement
of the application, the developer implements the authentication technique which
authenticates the registered user and renders the particular service for that user.
This identity management scheme can easily be implemented by simple web
services using single-tier authentication [9]. But single-tier authentication is not
enough to secure the cloud services because, for breaking this authentication
system, the hacker has to crack the password in one way which can be achieved by
brute-force attack, insider attacks. The solution to this problem is multi-tier
authentication. This technique has lesser probability to break the system as
compared to single-tier authentication.
1.3 Problem Area
Cloud providers offer cloud services to the consumer as per their demand with
different benefits of cloud computing, like reducing run time and response time,
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minimize infrastructure risk, lower cost of entry, increased pace of innovation.
Many security issues are coming with the cloud infrastructure which leads to
impediment to the growth of cloud computing in the IT industries. There is
continuous research is going on the solutions of security challenges in a cloud
environment. Security as a Service is a new advancement of security solution for
the cloud environment in a central unified way [10]. This approach is under the
development stage to provide centralized security to cloud consumer for complete
satisfaction with respect to the security of their information in the cloud. This
solution should have a module for diaphanous and simplified identity management
to provide the access of the cloud services to the service consumers.
This thesis project is concentrated on the authentication of a registered user in the
cloud environment for providing the access of the requested service with a secure
manner using multi-tier authentication technique.
1.4 Research purpose and goals
Initially, the research is to study about the cloud computing and their essential
characteristics, service models and deployment models. Deciding the particular
cloud platform for implementing the prototype of the thesis project is the essential
step, from the different perspectives like, delivery of services, the complexity of
the cloud architecture.
The main purpose of this thesis is to provide a secure authentication technique
which identifies the user and delivers the requested services to the intended user
in a cloud environment.
The major goals of this thesis are:
 Design a secured authentication model of cloud environment to identify a
registered service consumer and renders the requested service and loads the
service on the consumer’s cloud interface.
 Modify the designed authentication model to single-sign on access of
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registered services in which consumer has to provide their credentials once
only to access a selected service.
 Implement and deploy a prototype of the designed authentication model
for analyzing the security and space requirement and compare it with the
existing model.
The thesis work is focused on for designing the secured authentication model with
single-sign on access of registered services in a cloud environment. We used the
Platform as a Service (PaaS) service model to implement and achieve this goal.
Google App Engine (GAE) is a Platform as a Service (PaaS) offering by Google
Co. We simulated this authentication model using GAE as a cloud platform and
Google App Engine Data Store as database.
1.5 Outline of Thesis
The thesis report composed of four chapters and it is organized in the following
ways. The chapter 1 presents the background of cloud computing as well as the
authentication techniques, motivates for the multi-tier authentication techniques,
discussing about the problem area in brief and also discussed about the research
purpose and goals that are going to be achieved. The chapter 2 presents review
about the existing authentication techniques and also discuss the limitations
about the existing techniques. The chapter 3 discussed about the multi-tier
authentication technique in the cloud along with problem associated with this
technique and gives a new technique to overcome the problems with the results
of the new technique which are the comparison between the existing technique
and the proposed technique. The chapter 4 presents the conclusion of the thesis
research and gives some future scope to extend the proposed authentication
technique.
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1.6 Summary
This chapter gives the introduction about the cloud computing technology and
motivates to develop the authentication technique to provide access of the cloud
services. It also describes the problem area with the different authentication
techniques ,and research purposes and goals to be achieved in the project. Finally,
it gives the outline of the thesis with the description of the each chapter in brief.
10
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Related work
This chapter introduces the single-tier and multi-tier authentication techniques
and study related to its security analysis for strengthening the existing
authentication techniques. It also describes the study about existing
authentication techniques and its deficiencies with respect to cloud environments.
For securing confidential information of the user, authentication is a crucial
security parameter. If the system is not using any authentication techniques, then
confidential information can be accessed by the unauthorized persons who can
use this information for making fraud in the system, or also user uses this crucial
information for cheating in the financial transactions in the business perspective.
Unauthorized users make the access of crucial information to crashing the system
or causing the system.
In this chapter, Section 2.1 shows the reviews of the different authentication
techniques. Section 2.2 gives the limitations of the existing authentication
techniques with different security parameters. At last, Section 2.3 gives the overall
summary of this chapter.
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2.1 Review of different authentication
techniques
All the application uses any authentication technique to secure the users’
information in multi-tenancy way. Generally, username and password are the
simple way to achieve authentication, but this technique is not that much secure
to protect the information from the unauthorized access of the user. Many security
attacks are possible to break this single-tier authentication system like brute-force
attack, insider attack, password guessing, etc. So, [11] and [12] describes a new
authentication technique that is called multi-tier authentication or multi-factor
authentication. [11] describes different authentication and authorization model
which states that all the application should use more than one-tier for
authentication to secure the information. [11] also specifies that use one time
generated secret code which will be sent to the email address or mobile number.
There are various techniques that can be used to authenticate a user. These
techniques include a user’s password, personal information numbers (PINs), digital
certificates using public key infrastructure (PKI), and physical devices such as
smart cards, one-time passwords (OTP) or other type of ’tokens’, biometric
identification, and other [12]. [12] includes various factors for authentication.
Those are:
 Shared secrets [13]: A user and service providers only know the secret
password (something a person knows), nobody else knows the secret. This
secret makes you differ from other users for accessing the same service. An
authentication system verifies the password or shared secret to access the
requested service. Examples are a password, a private key.
 Tokens [13]: Physical devices (something the person has) are generally
known as tokens. Tokens are used in all the two-factor authentications. In
authentication system, first user has to provide their username and password
as a first-tier authentication and then these tokens are used as second-tier
authentication. Examples are a ATM card, a smart card.
 Biometrics [5]: Biometrics (something the person are) technique is used
12
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to verify the user by their physical characteristics.
 Non-Hardware base one time password (OTP) scratches card [5]:
A scratch card has been given to user for one time password. At the time of
authentication, the user had to provide a secret number which is provided
on the scratch card.
 Out Of Band (OOB) authentication [5]: This authentication technique
is acting as a two-tier authentication in which user has to provide a username
and password as a first-tier and provide secret code which is received by a
user on their mobile number that is acting as second-tier.
 Internet Protocol Address (IPA) Location and Geo-Location [5]:
This technique works on the geographical position in which an authentication
system detects the current location of the user and assumes that they will
do another transaction from the same location.
[14] represents a technique in which users have to authenticate themselves with
the single-sign on (SSO) server for accessing the multiple services. SSO will
handle all the subsequent authentications for different services, once the users
are authenticate to the SSO server. Single-Sign On (SSO) is an access gaining
process in which user has to authenticate once for issuing services from different
applications. But the disadvantage of this technique is that the entire service
system is compromised if SSO server’s user credentials are hacked.
Dinesha et al. [2] represents an authentication technique in a cloud environment
in which the authentication system verifies the user at different access level of
cloud platform. This technique generates each level password and concatenates
the all level passwords to gain an access of a requested service. At each level
user provides password to gain access of each level. This technique uses the
multi-tier authentication model to authenticate the user which gives an advantage
over single-tier authentication. The problem arises in this technique is that user
has to remember each level password which is very hectic for the user. The user
has to reconsider all the level passwords if the user forgot the password of each
level.
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Figure 2.1: Architecture diagram of multi-level authentication system [2]
The major problem associated with cloud computing is that the user has to store
their confidential data on the cloud data servers. The security of this information
is the crucial aspect of the user, but in cloud computing technology, the user has to
totally depend on the security policies of the cloud service providers. Prashant et
al. [15] proposed one technique which is used to overcome this problem associated
with cloud computing technology. This technique states that the private cloud
security depends on the user. The data should be compatible with the private
cloud security policies. The data should not be accepted and deny the service
access if the data is not compatible with the private cloud security policies. The
user can add their own security policy within the private cloud is one of the key
advantages of this technique. Many disadvantages are also associated with this
technique that is the initial cost of developing the private cloud and its overhead
is also increased as well as the user should have to maintain this infrastructure.
Wenjun Zhang et al. [16] represent cloud architecture for Rich Internet Application
(RIA). In this type of applications, the control over information is totally depends
on the server side. To minimize this control of server side and maximize the
14
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business logic towards the client side, this architecture is introduced. In this
architecture, on client side, business and transaction logics, web services, and
user interface are implemented by RIA whereas, on the server side, the major
operations are minimized and made easy for saving and querying the data via
Amazon’s simple DB cloud [16]. All the major functionality is nearer to client
side which leads to maximum control under the user and storing information in
the database is one of the major advantages of this architecture.
Alman et al. [3] proposed a framework which provides an identity management,
mutual authentication, and session key establishment between the user and the
cloud server. The proposed framework authenticates the user using two-tier
authentication over the cloud service access, in which first step of authentication
has been done by password whereas the second step has been done with tokens and
OOB authentication. The prime advantage of this framework is that it provides
the maximum control under the user in terms of authentication and also protects
from the attacks. The disadvantage comes in this framework is that we need extra
hardware and software for carrying out the complete authentication process, which
leads hectic task for the user as well as service providers.
Figure 2.2: Architecture of proposed work by [3]
Fengyu Zhao, XimPeng, Wenyun Zhao et al. [17] presented security architecture for
Service Oriented Architecture (SOA) applications in which these applications are
15
Chapter 2 Related work
viewed as security domain and three-tier domain was divided based on the security
domain analysis. Each security sub-domain has its own security requirements and
develops a security model for those sub-domains.
Ahmad, Zubair, J. A. Manan, and Suziah Sulaiman, et al. [18] proposed a
single-sign on (SSO) authentication model for an open environment to combine
the trusted module security and platform trust in federated user systems. There
is no involvement of third party in each and every transaction, such as identity
or authentication service provider [18]. The identity provider or authentication
service is handled by the user platform.
Deepak Bagga and Ms. Shilpi Harnal et al. [4] are proposing an authentication
model for cloud computing based on the Kerberos protocol to provide single
sign-on and also used to secure against DDOS attacks. Generally, for
authenticating a client on the cloud computing platform, the user needs high
computation and memory usage of the system. This model restricts an
unauthorized access of the user and reduces the above usage of the cloud platform.
This model also works as a third party between the cloud service provider and the
user for providing authentication for user and secure from the DDOS attack from
the attacker.
Yassin, Ali A., et al. [19] proposed a two-factor authentication technique which
is based on Schnorr digital signature and feature extraction from the fingerprint
to overcome the single-tier authentication issues. The major advantage of this
technique is that it depends on the two factors for authentication of the user. But
this technique also suffers from the additional use of hardware and software for
authentication.
Nayak, Sanjeet Kumar, Subasish Mohapatra, and Banshidhar Majhi, et al.
[20] proposed an authentication framework in the cloud environment. This
framework specifies mutual authentication and session key agreement between
the authenticated user and the cloud service provider for the completion of the
authentication process. The security analysis of this technique states that it is
secured from the reply attack.
[5] is proposed new two-tier authentication technique in which the authentication
16
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Figure 2.3: The Proposed model for accessing services using Kerberos [4]
process is carried out in two phases. After completing the two phases, user is
allowed to use a requested service provided by the cloud service provider. In the
first phase of authentication, the user has to provide a username and password as
a normal authentication technique using some encryption, decryption techniques,
and, in the second phase, the user should provide a sequence of some predetermined
steps, which are submitted at the time of registration, for the authentication.
To capture the second tier authentication credentials, a cloud server load a fake
screen, i.e. pattern matching screen at the users’ web browser. This fake screen
observes the users’ second-tier authentication predetermined activities for loading
the requested service. If the user provides login credentials at both the phases
of the authentication, then cloud server loads the original screen of the requested
service. The predetermined activities in second-tier authentication of the above
technique could be any of these menu activity, mouse activity, or text field activity.
[21], [22], [23] and [24] discussed different architecture models for handling privacy
of information, trust between the communicating party and different access policy
17
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Figure 2.4: Abstract authentication model proposed by [5]
of the services but the authentication of the user is not carried out in multi-tiered
way. So the scheme proposed by Singh, Maninder, and Sarbjeet Singh et al.
[5] can be adopted in [21], [22], [23] and [24] for authenticating the user in the
cloud environment. [25], [26] and [27] discussed various multi-tier authentication
techniques. Disadvantage of all these schemes is the authentication required extra
hardware and related software which is hectic task for the user.
2.2 Limitations of existing techniques
The above section discussed about different authentication techniques with the
advantage and disadvantages of those reviewed techniques. The limitations can
be categorized into four different security parameters.
The four security parameters are:
1. Security from insider attack [2]: An insider attack is a malicious attack
which is happening on the network or system by gaining the authorized
access to that network or system. This leads to gain access to the system by
breaking the first-tier authentication. This is not acceptable by any user or
organization. This leads to the use of second-tier authentication to secure
the network or system.
2. Presence of authentication control towards server or client [2]: In
cloud computing, the user or organization has to store their information in
the cloud database of the cloud service provider. So we need some type of
18
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mechanism which authenticates the client at their side. This leads to give
some control over the system to the user itself [17].
3. Extra hardware software needed [2]: Many authentication techniques
described above required some type of extra hardware and software. This
adds performance degradation in the authentication techniques. This whole
system depends on the extra hardware, that is, failure of the extra hardware
leads to the failure of the authentication process.
4. Number of security tiers [2]: Single-tier authentication process is less
secure than the multi-tier authentication as stated by [12] and [13] because
single-tier authentication suffers from many attacks like brute-force attack,
replay attacks, insider attack. So, there is a better choice to verify user using
more than one-tier for accessing the service.
Table 2.1 shows the limitations of the different authentication techniques using
the above discussed security parameters.
Table 2.1: Comparison of various authentication
techniques [5]
Authentication
Technique
Security
from
insider
attack
Presence of
authentication
towards
Extra
hardware
software
needed
No of
security
tiers
Authentication
using
Single-Sign
On (SSO) [14]
No Server No 1
Multi-level
authentication
[2]
Yes Server No More than 1
Continued on next page
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Table 2.1 – Continued from previous page
Authentication
Technique
Security
from
insider
attack
Presence of
authentication
towards
Extra
hardware
software
needed
No of
security
tiers
Architecture
based on
proactive
model [15]
No
Server and
Client
Yes 1
2-tier
architecture
with
maximized
RIA [16]
No
Server and
Client
No 2
Strong user
authentication
framework [3]
Yes Server No 2
Multi-tier
security
feature
model [17]
No Server No 2
SSO
authentication
model using
Kerberos [4]
Yes
Server and
Client
No 2
Anonymous
Password
Authentication
Scheme [19]
No Server Yes 2
Continued on next page
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Table 2.1 – Continued from previous page
Authentication
Technique
Security
from
insider
attack
Presence of
authentication
towards
Extra
hardware
software
needed
No of
security
tiers
Mutual
Authentication
Framework
[20]
No
Server and
Client
Yes 2
Multi-tier
Authentication
Scheme [5]
Yes
Server and
Client
No 2
2.3 Summary
This chapter describes the reviews about different authentication techniques
proposed by different researcher and also shows the limitations associated with
the proposed techniques using four security parameters.
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3.1 Introduction
In this chapter, we discussed about the multi-tier authentication technique
proposed by Singh, Maninder, and Sarbjeet Singh et al. [5], in detail. It has
been observed that there are some deficiency and attacks are possible with this
technique. We proposed one authentication model to overcome problem associated
with existing technique. By seeing security analysis and implementation results
of the proposed technique, it gives better results than the existing model.
Section 3.1 gives introduction of this chapter. Section 3.2 describes the multi-tier
authentication technique for cloud with associated problems. Section 3.3 describes
the proposed authentication scheme to overcome the problems associated with the
existing technique. Section 3.4 shows the implementation details and the results of
the implementation for analyzing the security. Section 3.5 shows the comparison
between the existing authentication technique and proposed authentication model
with different comparison parameters. Finally, Section 3.6 gives the overall
summary of this chapter.
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3.2 Multi-tier authentication technique for
cloud
3.2.1 Overview
This scheme uses two phases of authentication for authenticating the user on the
cloud. The first phase of authentication is done by username and password, and
the second phase is using the some predetermined pattern for authentication. The
second phase’s pattern matching or sequence of activities can be carried out on
the fake screen that is loaded by the cloud service provider on the client side to
do the second phase of authentication. The sequence of activities for the second
phase of authentication is registered at the time of registration. If the user passes
all the phases of authentication, then the only cloud server loads the requested
service on the user side, otherwise the user redirected to the login page of the
service.
3.2.2 Authentication Model
This scheme follows the following steps to complete the authentication process.
1. The user provides the URL of the cloud service provider in their web browser.
The request is sent by the user’s browser to the server of the cloud service
provider. The cloud server loads the login GUI in the user’s browser.
2. The user provides the username and password (first-tier authentication
credentials) in the login GUI for passing through the first phase of
authentication. These login credentials are passed to the server of the service
provider.
3. The cloud server verifies the user for the username and password. If these
credentials are correct, then the cloud server sends back the validation reply
to the one application program that is observed on the client side.
4. The observer gets the validation reply from the cloud server to verify whether
the further authentication has to do or not. If the validation reply is positive,
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then the observer initiates the code to load the pattern matching screen
which is a fake screen in the browser. The fake screen uses the database
to fetch the user authentication information to verify the second phase
authentication credentials.
5. Once the data has been fetched from the database, the application program
loads the pattern matching screen in the browser on the client side.
6. The application program is continuously observing the web browser of the
user for verifying the user at the second phase of authentication. Some
sequence of activity or pattern is the second phase authentication credentials.
The observer or application program is observing these activities or patterns
continuously.
Figure 3.1: Authentication process proposed by [5]
7. If the observer observes the correct pattern of the second phase
authentication entered by the user then the observer initiate the original
screen of the requested service.
8. After the initiating the original screen, the observer loads the original screen
in the user’s web browser.
9. After loading the original screen in the browser, the cloud server makes
the direct communication with the user for further activities in the loaded
service.
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The information fed by the user as the second-tier authentication does not depend
on the external hardware or software. The sequence of activities or patterns was
registered by the user at the time of registration, which will be provided by the user
after he/she passes through the first-tier authentication. Singh, Maninder, and
Sarbjeet Singh et al. [5] offered three techniques for the second-tier authentication,
which are menu activity, mouse activity or text box activity. The service provider
can use any of the techniques to implement their second-tier authentication.
1. Menu Activity [5]:
The user registers the sequence of menu clicks as second-tier authentication
credentials at the registration phase. This sequence has to be followed by
the user after the first-phase of authentication. If the user enters the correct
menu clicks at the time of second-phase authentication for authenticating
himself/herself, then the observer loads the original screen of the requested
service. If the user missed to follow the correct registered sequence for
authentication, then the user redirected to the login page instead of the
original screen of the requested service.
2. Mouse Activity [5]:
The user registers the sequence of mouse clicks at a particular location on
the screen as second-tier authentication credentials at the registration phase.
This activity also includes the total number of mouse clicks, dragging the
mouse from one position to another particular position. These different
mouse events have been observed by the observer on the fake screen at the
user side for authenticating the user at the second-phase of authentication.
If the user follows the correct mouse events which have been registered at the
registration time, then the observer loads the original screen of the requested
application.
3. Text Field Activity [5]:
The phrase has been registered by the user as a second-tier authentication at
the time of registration. In the registered phrase, the first letter is extracted
from the phrase and works as a password or pattern of the second-tier
authentication credentials. Now, at the time of accessing registered service,
the user has to choose the word which matches with the first letter of your
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second-tier authentication password. The user has to choose a word for
each and every letter of the password. Like, if the user enters the phrase ”I
Like To Play Cricket” at the time of registration, then the letters ’ILTPC’
are extracted from the entered phase and saved as password of second
phase authentication. Now, when the user asked to enter the second-tier
authentication password, the user has to choose a word whose first letter is
’I’, then again choose a word whose initial letter is ’L’, and this will continue
until the user reached for the last letter of the password. If the user chooses
the correct word pattern which matches with the stored password, then the
user is authenticated and the registered service is loaded into the browser of
the user.
3.2.3 Problems associated with the above model
There are two major problems associated with the multi-tier authentication
technique in cloud proposed by Singh, Maninder, and Sarbjeet Singh et al. [5]. It
suffered from the insider attack and does not provide the single-sign on access of
the registered services to the cloud service provider. In this technique, Suppose, if
an insider somehow knows the authentication credentials, then he/she can access
the registered services by the user without the user knowing. The single-sign
on access of the service is a helpful technique for the user not to remember the
many passwords to access the requested service. The single-sign on technique
leads the user to access multiple services among the registered service without
authenticating himself/herself every time when they want to access the services.
We proposed a modified technique to overcome these two problems associated with
the existing technique. A proposed authentication model design is suffering from
the insider attack and single-sign on access of services.
3.3 Proposed scheme
We made some modification to the authentication technique proposed by Singh,
Maninder, and Sarbjeet Singh et al. [5] to overcome the problems in the existing
technique. We proposed an authentication technique by modifying the existing
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two-tier authentication model to three-tier authentication with including the one
extra authentication factor for verifying the intended user to overcome the insider
attack and providing single-sign on access of the registered services.
The proposed authentication technique works on four phases. In the first phase,
the users register themselves with the first-tier and second-tier authentication
credentials. The first-tier authentication credentials are simple like username
and password whereas the second-tier authentication credentials are like pattern
matching or text field activity like in the existing technique [5]. We took the
pattern matching as the second-tier authentication credentials to simulating the
proposed scheme. For the third-tier authentication, the user does not need to
provide the authentication credentials like first-tier and second-tier authentication.
We are using the mobile secret code as the third-tier authentication code. This
secret code is valid for some amount of time to access the requested service. We
provide the time limit with the secret code. After the time limit expires, the user
can not access the requested service with that secret code. The user needs another
secret code for accessing the requested service. The figure 3.2 shows the abstract
model of the proposed multi-tier authentication technique for single-sign on (SSO)
access of cloud services.
Figure 3.2: Abstract design of proposed authentication model
In the first phase, the proposed model verifies whether the intended user or
not. After the first phase, the second-tier credentials are used to authorize the
requested user by listing the registered services. It lists the registered services by
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the user. Finally, the third-tier authentication credential is used to authenticate
the requested user again and provide the access the requested service. Once the
two phases of authentication is completed, the user does not need to provide the
other services. For accessing the other service after the two phases, the user has
to provide the mobile secret code to the authentication system.
The proposed scheme follows the following steps to authenticate the user for
accessing the requested services.
1. For accessing the services, the user provides the URL of the cloud service
provider in the web browser which sends the request to the cloud server for
loading the Login GUI of the cloud service provider.
2. The user provides the registered username and password (first-tier
authentication credentials) at the login GUI for verifying themselves to the
cloud server.
3. If the username and password provided by the user to the cloud server is
correct, then the cloud server sends the reply of validation at the user side.
The application program or observer gets this validation reply at the user
side.
Figure 3.3: Proposed Multi-tier Authentication Model
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4. The validation reply validates the user for the further authentication. If the
cloud server sends the positive reply for validation, then the observer initiates
the pattern matching screen for the second phase of authentication. At the
same time, the observer also fetches the information from the database for
the further authentication.
5. After the information are fetched from the database, the pattern matching
screen (fake screen) loads into the web browser of the user.
6. The fake screen is observed by the observer continuously for authenticating
the user at the second phase of authentication. The observer observes the
selected pattern by the user at the pattern matching screen for further
process of authentication.
7. If the correct pattern is selected by the user at the fake screen, then the
application program initiates the code of the fake screen which holds the list
of registered services of the user at the time of registration phase.
8. After initiating the code for the registered services screen, the observer loads
the list of registered services at the user’s web browser to select the particular
service which is going to be used by the user.
9. Once the user select the service and submit this information to the
application program, the observer sends the secret code on the registered
contact number of the user. This secret code has some time limit which
is set by the cloud service provider. After the time limit, the code will be
expired and no more use of that code.
10. After the selection and submission of the selected service to the observer, the
application program initiates the code for the secret code submission screen
as well as sending the secret code the user at the same time.
11. The users provide the secret code which they got on their mobile number to
the secret code submission screen for authenticating themselves.
12. Once the user provides the secret code to the observer, it will match the code
which it sends to the user and also checks the time limit of that code. If the
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user provides the correct secret code within the time limit, then the observer
initiates the code for loading the requested service in the web browser.
13. After initiating the code of requested service, the observer loads the
requested service in the user’s web browser.
14. Once the requested service is loaded into the web browser of the user, direct
communication has been established between the user’s web browser and the
cloud server.
3.4 Implementation and Results
This section describes the implementation of the extension of the multi-tier
authentication technique which was first proposed by Maninder, and Sarbjeet
Singh et al. [5].
3.4.1 Implementation
Our proposed multi-tier authentication technique for single-sign on access of
registered services is implemented using the Google App Engine (GAE) which
is provided by the Google Co. Platform as a Service (PaaS) on the cloud
environment. The GAE platform is plugged-in with the Eclipse IDE for
implementing the application. [28] [29] has been discussed different techniques
about the development of the application on the cloud environment using the
Google App Engine platform. The GAE plug-in packages [30], [31] and [32]
with Eclipse IDE was used to develop the application using GAE platform on
the cloud environment. RPC (Remote Procedural Call) is used to establish the
secure communication between the client application and service provider’s cloud
server [33] and [34].
Our technique uses the Google Data Store which is provided by the Google on
GAE for information manipulation by the user. The Google Data Store works as
the Database System in the cloud application development. [35] discussed the basic
information about the Google Data Store, and also it includes the development of
the database for the application.
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We have been using the Way2Sms’s SMS (Short Message Service) gateway for
delivering the secret code on the registered mobile number of the user. Our
application uses the HTTP request and HTTP response to communicate with
the SMS gateway for delivering the secret code to the intended user.
The different analysis parameters are used for analyzing the results of the
implementation. These parameters are available on the Google App Engine’s
dashboard.
3.4.2 Results
The results of the proposed authentication model depend on the following analysis.
Security Analysis
The proposed authentication technique uses three phases of authentication. First
phase used to verify using the password, second phase authorizes the user using
pattern matching and finally the user authenticated with the secret code.
Let Success (S) and Failure (F) be the two outcomes of the requested cloud
services.
So, the outcomes of the three authentication levels are SSS, SSF, SFS, SFF, FSS,
FSF, FFS, FFF and N (O) = 8 for our proposed authentication model, where, O
= outcomes.
Now, let, the p = probability of the success for accessing the services at each
authentication level
So, success, SSS, for breaking the whole authentication system, i.e. multi-tier
authentication system is denoted by P (E). Where, P (E) = p3. This leads the
failure for breaking the authentication system is 1 - P (E) = 1 - p3.
Now, let say p = 0.2, then p2 = 0.04 and p3 = 0.008. It means the probability
of success in breaking the whole authentication system is very less, almost zero,
compared to one-tier and two-tier authentication system.
The strength of all the three tiers of the authentication system depends on the
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password and pattern chosen by the user at the registration time and a secret code
generated by the cloud server.
The strength of the authentication system is indirectly proportional to the
probability of success in breaking the multi-tier authentication system. It means
the higher the strength, the lesser the probability of success for breaking the
system.
Figure 3.4: Probability of success for breaking the multi-tier authentication system
The figure 3.4 shows the relation between the probability of success and the number
of tiers of the multi-tier authentication system.
Figure 3.4 clearly shows that the probability of success in breaking the multi-tier
authentication system is exponentially followed with the number of tiers in the
authentication system.
Space Requirements
We use the space as a second analysis parameter for our proposed authentication
technique. For evaluating this parameter, we find the result of the space usage
of the one-tier and two-tier authentication and analyze those results and we
conclude them in the following figure 3.5. The following figure 3.5 shows the
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linear relationship between the spaces required to store the user’s login credentials
of one-tier, two-tier and three-tier authentication system.
Figure 3.5: Memory space used by the registered users
From the figure 3.5, the memory space required by the user is linearly increasing
as the number of users are registered themselves in the cloud application.
From the dashboard of the Google App Engine (GAE), we find that the space
is consumed by the one user’s credential for one-tier authentication, two-tier
authentication and three-tier authentication system.
Application required space of one user’s credentials for one-tier authentication is
217 bytes, for two-tier authentication is 625 bytes and three-tier authentication
(proposed technique) is 709 bytes.
If 1 million users are registered at any moment of time, then the cloud server
needs 1000000 * (709-625) = 84000000 = 84MB of extra memory space to store
the users’ credentials. This is not a big issue while we are comparing with the
security of the data.
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3.5 Comparison between existing authentication
model and proposed authentication model
The following table 3.1 shows the comparison between existing authentication
technique and proposed authentication technique with three comparison
parameters.
Table 3.1: Comparison between existing technique and proposed technique
Comparison
Parameters
Multi-tier
authentication
Technique
Multi-tier
authentication
Technique
(Our Scheme)
Probability of success
(p) for breaking the
authentication system
(let, p = 0.1)
0.01 0.001
Single-sign on access of
cloud services
No Yes
No of authentication
factor
One Two
3.6 Summary
This chapter describes the multi-tier authentication technique proposed by Singh,
Maninder, and Sarbjeet Singh and shows the problem associated with this
technique. It also shows the proposed authentication technique by us with
implementation detail and results with comparison between the existing technique
and proposed technique.
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This chapter concludes the overall examination about this thesis and recommends
some of the future works in the research area of authentication system. Section
4.1 gives the conclusion of proposed authentication technique. Section 4.2 shows
the future scope for extending the proposed technique.
4.1 Conclusion
Any authentication system’s core strength depends upon the probability of success
for breaking that system for accessing the services provided by the cloud service
providers. In our proposed authentication scheme, the core strength is first-tier,
second-tier and third-tier authentication user credentials. For getting the access
of the requested service, the attacker has to break all the authentication layers.
Security analysis says that increases as the number of authentication tiers in the
system, the probability of success for breaking the multi-tier authentication system
reaches near to the zero. Hence, by seeing the analysis of security, we can say that
there is a very less probability of breaking the multi-tier authentication system. If
we consider the usability of the storage space, then the proposed technique takes
more space than the existing authentication technique which is very less and also
we can say that it is negligible in the case of cloud environment where large amount
of storage and its scalable.
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Space requirement says that the as increases the number of registered users in
the cloud application, the storage space consumed by the user’s credentials are
linearly increases and this will not cause more processing and fetching overhead to
the cloud server. For handling the pressurized situations, this technique adds the
fake screen concepts. This fake screen is not related to any software and hardware.
By using the secret code on mobile mechanism, the proposed authentication
technique provides the single-sign on access of the cloud services provided by
the service providers. The user has to provide a secret code which is getting on
the registered mobile number for accessing the particular requested service. This
mechanism leads the proposed technique is free from the masquerade attack.
4.2 Future Scope
The main focus of this thesis is on the re-design and implementation of the
multi-tier authentication proposed by [5] in which there is no use of external
software or hardware for authenticating the user. If the user wants to change
his/her password or pattern, then there is no particular mechanism in the proposed
scheme. There has to be a mechanism which provides the modification of the
password or pattern. The multi-tier mechanism is required for the modification of
the password or pattern and also for recovering the username or password which is
a future scope of this project. This proposed scheme also not provides the security
of confidential information about the user which is stored on the cloud database.
There are many encryption-decryption techniques and also hashing technique for
securing the confidential information.
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